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Abstract

Watermarking data for copyright protection is an accepted technique adopted for digital information. This subject has been quite
exhaustively researched and several techniques have been established for protecting copyrights for still images, audio and video files.
Recently attempts are being made to watermark data in relational databases. The aim of this paper is to look into the issues and chal-
lenges in the area of watermarking data of relational databases and to propose a possible new technique which needs to be studied

in depth
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1. Introduction

Watermarking has now become a standard technique to mark

multimedia digital data to protect the privacy of the data.
Inserting digital watermarks can now protect the privacy of dig-
ital data such as images, audio and video. Although water mark-
ing does not prevent data being stolen (illegal copying), but
allows establishing the original ownership. Several techniques
have been proposed and tested [2] , [3], [4] for water marking
digital data and several commercial software are also available
[5], [6], [7], [8]. All these techniques are based on one basic
principle that the watermarking software introduces small
errors into the object being watermarked. These intentional
errors are the marks that constitute the total watermarking.
However these marks (errors) are chosen so as to have an
insignificant impact on the usefulness of the data and further a
malicious user cannot precisely locate these marks. Therefore
an important aspect of these techniques is that the malicious
user cannot destroy the watermarks without considerably
degrading the quality of the data and thus rendering it almost
useless.

The usage of relational database data in data warehousing and
data mining applications is creating a need for establishing the
ownership of the data. Moreover it will be quite useful in the
area of cyber forensics to establish the ownership of the data. It
is a good idea to implement watermarking technique to claim
the ownership of data in a relational database. However the
question is to what extent it will be possible to extend the tech-
niques used for multimedia digital data to the data in relational
databases? In this paper we present a formal model for water-
marking data in a relational database so as to bring out the per-
tinent issues and challenges. Further we examine the limitations
of extending the existing techniques of watermarking of multi-
media digital data to the data in relational databases and we
conclude by suggesting a possible alternate solution, which we
hope to implement and test.

2. Model for watermarking relational database

Now we present a formal algorithmic model for watermarking
relational data based on the techniques used in watermarking
multimedia digital data. Let R(K,Ap,Aq...... Ap-1) be the
schema of a relation R. Let n be the number of attribute in the
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relation R. Let K be the primary key of the relation. Fig 1 shows
the algorithm model, which is based on introducing watermarks
randomly into the data of the relation probably controlled by a
private key [1], which could be later on used by the owner of
the data to detect the watermarks.

For each tuple r of the relation R at line 3 the function
select_tuple( 1) is called. This function returns true if this tuple
is selected for marking otherwise false. It is necessary to ran-
domize this function using a private key [1] of reasonable
length, which will remain with the owner and later used to iden-
tify the watermarks. The detection of water marking will be pre-
sented in detail later in this section.

1. for each tuple r E R {

2 // check if the tuple is to be maked

3 If (select_tuple (1)) {

4. // get which attribute is selected for marking
5. j = select_attribute( r );

6 // j is the index of the attribute to be marked
7 // get the bit to be marked

8. i = select_bit(Aj );

9 // mark the i th bit

10. mark( Aj , 1);

11. }

12. }

13. // the algorithm ends here

14. // the details of the various functions are present-
ed
15. // later in this section

Fig 1. An algorithmic model for water marking data in rela-
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At line 5 the function select _tuple( r ) is called which returns
the index of the attribute selected for marking. One of the
requirements for this function is that it should select the
attribute randomly controlled by the private key. However the
type of attribute picked up is of greater importance since we
cannot mark any bit in the attribute without changing the value
of the attribute. One possibility is [1] to assume that all the
attributes are numeric and mark in such a way that the change
in the value does not affect the validity of the data. At line 8 the
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function select bit(A:) chooses the ith bit to be marked assum-
ing that this bit lies within x least significant bits [1] so that the
value of the attribute is insignificantly altered. However this
does not work for character or integer or date or Boolean type
attributes, as the value of these types of attributes will be signif-
icantly changed if a bit is altered at any place. At line 10 the
algorithm calls the function mark(A; , i), to mark the selected
bit. This function has to compare the bit selected with the water-
mark. If the bit coincides with the watermark, then the bit value
is not changed else the bit value is changed to coincide with the
watermark. The next question is how to get the Watermark? One
way suggested [1] is use MAC (Message Authentication Code)
which can be generated using one way hash function.

3. Model for watermark detection

Now we present an algorithmic model to detect the watermark.
The algorithm is to be used when the ownership of the data is to
be established and therefore needs the private key used in water-
marking the data and the watermark. For each tuple in the rela-
tion R at line 3 it is tested whether the tuple has been marked or
not. Line 5 and 8 locate the bit marked. At line 11 compare bit
is called and if the comparison succeeds we increment
match_count . At line 12 the total _count is incremented. This
could be necessary for determining the threshold. At line 16 the
match_count is compared with the threshold and whether to sus-
pect or not is decided. The threshold value can be based on prob-
ability [1].

1. for each tuple r E R {

2 // check if the tuple is to be maked

3 If (select_tuple (1)) {

4. // get which attribute is selected for marking
5. j = select_attribute( r);

6 //j is the in dex of the attribute to be marked
7 // get the bit to be marked

8 i= select_bit(Aj );

9. // compare the 1 th bit with watermark

10. // match_count and total count are intialized\to 0
11. if (copare_bit( A; , 1)) match count++;

12. total _count++;

13. }

14. }

15. //let _ be the threshold

16. if(match count >= ) suspect( );

17. // the algorithm ends here

18. // the details of the various functions are presented
19. // later in this section

fig 2. An algorithmic model for detecting the watermark in rela-
tional database

4. Conclusions and a new proposal:

The algorithmic models presented above are based on the tech-
niques adopted for watermarking digital data such as audio,
video and other forms. The serious limitation of this method is
that we cannot alter the bits in any type of attribute without
causing substantial change. For example in a date field all the
bits are important and change in any bit will totally change the
field. This certainly indicates a necessity to conceive a different
approach to this problem. One possible proposition is as fol-
lows:
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Generally the watermarking algorithm needs a cryptographical-
ly secure pseudo-random sequence (watermark) and a private
key. Instead of making the data using the private key we pro-
pose to do the opposite. We proceed to identify the water mark
sequence within the data and create the private key, in which
case the bits are not altered. The detection can be made using
the private key and the watermark.

We propose to come up with a detailed algorithmic model for
the above proposal (possibly implement and test) in future.
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