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Abstract
In this paper the authentication concepts, in internet banking, are demonstrated. The available internet security technologies are
explained, the strength and limitation of these security technologies are highlighted, and an automatic protocol to improve the authen-
tication flaw of the internet banking applications is explained. Also a mumerical example to explain the protocol is demonstrated.

Finally the strength and limitation of the suggested protocol is given.
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INTRODUCTION:

Internet banking and other internet applications suffer from the
internet security problems. These problems are fake Web site
attack (Al Saedy, 2004), packet sniffing, packet spoofing, and
packet hijacking (Mathew, 2003). Many technologies are avail-
able for internet security in general and the internet banking in
particular. These technologies are subject to one or more of the
above mentioned security attacks. Fake Web site attack is based
on the use of a fake Web site, given that the majority of the
internet users are unaware of this type of attack. In this paper
the main internet security technologies, namely the S-HTTP and
SSL/TSL are briefly described, the security problems associat-
ed with the two technologies are explained, and a client/server
authentication protocel is introduce the protocol is based on the
used of shared secret protocol in general and the zero knowl-
edge protocol in particular. The advantages and limitations of
the protocol are critically discussed.

Available Security Technologies:

S-HHTP is an extension of HTTP that provides a variety of
security enhancement over the internet. The protocol is
designed to introduce a security solution to the internet sensitive
applications; security includes signature, authentication, and
encryption. Authentication lets clients ensure that they are com-
municating with the right server and lets server ensures that it
communicates with the right authorized client. Authentication is
performed by using digital certificates issued by certification
third party. Encryption makes data transferred over the network
unintelligible to intruders and eavesdroppers. Digital signatures
provide two features: the data integrity and non repudiation, non
repudiation is that the receiver of data can prove to a third party
that the sender really sent the transaction (Adam, 1995).

SSL protocol, originally developed by Netscape, SSL has been
internationally accepted on the World Wide Web for authenti-
cated and encrypted communication between clients and
servers, The Internet Engineering Task Force (IETF) standard,
called Transport Layer Security (TLS) is based on SSL. It is
published as an IETF Internet-Draft; the TLS Protocol Version
1.0 Netscape product will fully support TLS
(http://developer.netscape.com),

High level protocols like Hyper Text Transport Protocol
(HTTP) and Internet Messaging Access Protocol (IMAP) work
on the top of Transmission Control Protocol/Internet Protocol
(TCP/IP). TCP/IP controls the transport and routing of the data
over the global network. The SSL protocol works below the
high-level protocol and above the TCP/IP. Among the features
of the SSL is the server authentication. In this protocol Public
Key Encryption, specifically RSA is used for clients and servers
authentication. SSL also supports the use of encryption algo-
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rithm, like Data Encryption Standard (DES) to secure the data
communications. Implementing of the SSL/TLS needs the
availability of the Trusted Third Party. This is a trusted security
organization, established by the government and works under
the control of the national central bank. The function of the
trusted third party is issuing certificate to server, and control of
the authentication of the clients and servers. Using the SSL/TLS
will not solve the problems of packet sniffing and IP spoofing,
however using encryption with SSL/TLS makes the packet
cryptanalysis very hard task, but possible. The SSL/TSL is inte-
grated with the application layer and can be implemented easi-
ly with high degree of flexibility compared with SHTTP proto-
cols.

Internet Security Problems:

In this article the security problem of internet banking is
addressed, threats to security are reality; these threats are fake
Web site, man in the middle, replay attacks, sniffing, spoofing
and packet hijacking. The majority of these attacks are viable on
both security protocols (SHHP and SSL/TSL). The fake Web
site that have been demonstrated in (Al Saedy, 2004) is the most
easy to implement and is a highly effective attack. Using the
shared secret protocol and namely the zero knowledge protocol
will greatly enhance the security of internet banking, The reason
for this is that no password sending or receiving in server/client
communications, and accordingly no cryptanalysis is there. On
the top of that the protocol eliminates the possibility of using the
fake Web site attack.

Shared Secret Protocols:

In the proposed shared secret protocol for internet banking, it is
assumed that the client has its secret and the server its own
secret. Both client and server know the secret of each other, The
first step the client interrogates the server, using zero knowl-
edge, to make sure that the server knows its secret (the server
secret). This is the identity proof of the server. If server proofs
its identity to the client successfully, the second step is that the
server interrogates the client to be sure from the identity of the
client, again by using zero knowledge protocol. In case that the
serve proofs its identity to the client and the client proofs its
identity to the server, the connection is established and both
server and client initiate sending/receiving packets, and finally
they close the connection. In the next two sections both the the-
ory and numerical example of shared secret protocol, namely
the discrete logarithm are demonstrated. It is important to notice
that neither the server nor the client revels secret.

Shared Secret Protocol: Discrete Logarithm:

Many zero knowledge protocols are available in cryptography
(Schneier, 1995); in this article the discrete logarithm protocol
is demonstrated. The protocol allows a person to prove his iden-
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tity without using any token. The protocol uses the following
variables and constants.

P is a prime number

x is a random number relatively prime to P — 1
A, B and P are public

x is kept secret and stands for PIN

A" congruent B (mod P)

The protocol:
-The account owner generates t random numbers rl,r2,
..... , rt, where all ri are less than P-1.

-The account owner computes hi = Ari mod P for all
values of i , and sends them to the bank server via the
ATM machine.

-The account owner and the bank server engage in a
coin flipping protocol to generate t bits : b1,b2, ..., bt.

-For all t bits, the bank account owner does one of the
following:

if bi = 0 he/she sends to the bank server ri

If bi = | he/she sends to the bank server si = (ri — 1j)
mod (P-1), where j is The lowest value for
which bj = 1.

-For all t bits, the bank server confirms one of the fol-
lowing:

If bi = 0 that Ari congruent hi (mod P)

If bi = 1 that Asi congruent hihj-1 (mod P)

-The account owner sends to the bank server Z, where Z
congruent (x — rj) Mod (P- 1).

-The bank server confirms that Az congruent
Bhj-1 (mod P)
-The interceptor’s probability of successfully cheating is
2-t
Numerical example:
Constants and variables:

Let P=37,P-1=36,and x =5;
x is relatively prime to 36;

A, B and P are public
A=6,B=0¢;

X is secret;

65 congruent 6(mod 37)

The protocol:

Account owner generates t random numbers less than
36;

Let t =3 and the numbers 3, 4 and 5

3<36

4<36

5<36

Account owner computes hl, h2, and h3

hl =63 mod 37 =261 mod 37 =31

h2 = 64 mod 37 = 1566 mod 37 = 1

h3 =65 mod 37=9396 mod 37 =6

Account owner and the bank server engage in a coin
flipping protocol to

Generate 3 bits,;

bl = 1;
b2 =0;
b3=1;

Account owner sends to bank server

sl =(rl —rl)mod 36 =(3 —3) mod 36 =0
r2=4

s3 =(r3 —rl1) mod 36 = (5 - 3) mod 36 = 2
The bank server confirms

60 =31 *31-1mod37=31*6mod37 =1
64 = 1 mod 37

62 =6% 31-1 mod 37 =6 * 6 mod 37 = 36
Account owner sends to the bank server Z , where
Z=(5-3)mod36=2

Bank server confirms that

62=6*31-1 mod37=6% mod 37 =36

Discussion and Conclusions:

In this paper the authentication problem of both client and serv-
er in internet banking is studied. The available security tech-
nologies are also demonstrated. The strength and limitation of
these technologies are also discussed. Fake Web site attack is a
potential risk and the tools and means to implement this risk are
available. Also this sort of attack can easily be implemented by
average computer user. Adding to the above the unawareness of
the average users of the internet banking system. In this paper
the concepts of the shared secret protocol is introducing. The
protocol runs automatically to authenticate both client and serv-
er and give a warning in case of discovering any security viola-
tion. The advantage of the protocol is that neither the server nor
the client revel any information to intruders, also the computer
time required to do the protocol process is insignificant.
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